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DANH MUC CAC TU VIET TAT

STT| VIET TAT Y NGHIA

1L | APl Giao dién 13p trinh tmg dung

2. | BCA Bo Cong an

3. | BNDP Bo, nganh, dia phuong

4. | cspbL Co 56 dit lidu

5. Code I?iéu dfr liéu quy dinh 1a gia tri can phai léy tor danh muc hodc quy dinh
tur trude

6. |pvc Dich vu cong

7. | DVCLT Dich vu cong lién théng

8. PMMC Phan mém Mt cira

9. ISPE-IE?/E-IL- Thong tin IP va cong clia server deploy API s& duoc cung cap sau

10. | TTHC Thu tuc hanh chinh

11. | = Ky tu ‘~=’ 7duqc thay cho ki ty “ :* trong chudi JSON dé thé hién truc
quan dé hiéu. Chu y trong lap trinh thi sir dung ky tu ©

12. | vDxp Nén tang tich hop, chia sé mir liéu (Vietnam Data Exchange Platform)




I.  Téng quan hé théng Dich vu cong lién thong

1. M0 hinh chire niing hé théng

MO HINH NGHIEP VU PHAN MEM
DICH VU CONG LIEN THONG

PHAN HE QUAN LY HO SO' DANH CHO CONG DAN TiCH HQP VO1 CAC HE THONG

TICH HOP V61 CONG DICH VU CONG QUEC
GIA

TiCH HQP VO1 HE THONG PANG KY QUAN LY
HO TICH DIEN TU DUNG CHUNG

XEM CHI
TIET HO SO
TRYC
TUYEN

TiCH HQP VO1 HE THONG CSDL QUOC GIA VE
DAN cU

TiCH HOP VG1 HE THONG DINH DANH VA
XAC THU'C BIEN TU

PHAN HE GIAM SAT HE THONG DANH CHO TiCH HQP VO1 HE THONG CUA BHXH
CAN BO TTDL

. TICH HOP V&1 63 HE THONG MOT CU'A PIEN
THONG {3
HO SO

TU cUA DA PHUONG

GIAM SAT

QUA TRINH

DONG BO DICH VU

cONG

TiCH HQP VO1 HE THONG CUA BO LAO PONG
THUO'NG BINH VA XA HOI

Thuyét minh:
Phan mém dich vu cong lién thong c6 3 phan hé nghiép vu:

- Phan hé quan 1y hd so danh cho cong dan: Cung cap cac chirc ning tao méi hd so truc
tuyén, Stra hd so truc tuyén, Xoéa hd so truc tuyén, Xem chi tiét ho so truc tuyén, Quan 1y kho dix
liéu ca nhan (quan 1y toan bo cac gidy to tai liéu dinh kém vao hd so truc tuyén).

- Phan hé giam sat hé théng danh cho can b Trung tim dit liéu qubc gia vé dan cu: Cung
cép cac chirc nang dé can bo tai Trung tam dir liéu quéc gia vé dan cu thue hién duoc toan bo qua

trinh theo ddi, giam sat hé thong: Giam sat qua trinh dong bd (theo ddi, giam sat ludng dong bd



v6i cac hé théng duogc tich hop véi phén mém dich vu cong lién thong), Tra clru hd so dich vu

cong, Thong ké ho so dich vu cong.

- Phan hé tich hop: Thyc hién tich hop véi tat ca cac hé thdng phuc vu qua trinh giai quyét

hé so: Tich hop véi Cong Dich vu cong Qudc gia, Tich hop voi hé théng dang ky, quan 1y ho tich

dién tr dung chung, Tich hop vdi hé théng CSDLQG vé dan cu, hé théng Dinh danh va xac thyuc

dién tir, hé théng cua BHXH, Tich hop voi hé théng cia BO LDTB va XH, tich hop vdi 63 hé

théng mot cua dién tir cia dia phuong.

2. M0 hinh két néi téng thé

HE TI:idNG THONG TIN
QUAN LY HO TICH

HE THONG DANG KY, QUAN LY HO TICH DIEN TU"  HE THONG CUA BAO HIEM XA

DUNG CHUNG HOI

I o 1

HCH HOP

HE THONG DICH VU CONG LIEN THONG

PHAN HE QUAN LY HO SO P
DANH CHO CONG DAN
TAO MO1 HO
SO TRY'C
TUYEN

X0AHO SO || XEM HO SO
TRUCTUYEN f| TRUCTUYEN

SUA HO SO GIAMSAT | TRA CUU HO
TRYCTUYEN QUA TRINH SO DICH VU
= DONG 8O CONG

C(‘SNG DICH VU CONG QUOC GIA =

Két néi, cung cdp théng tin va dich vu céng moi lic, moi nd KHO TAI LIEU
@ CA NHAN
CONG D|CH VU CONG QUOC GIA
TICH HQP
-
e
- _
w5 _F
N
5 0 Lo N
TICH HOP
wel

CAC CSDL CHUYEN NGANH

Thuyét minh:

THONG KE HO SO
DICH VY CONG @O
JiC

ry

r

” VNelD

HE THONG D|NH DANH VA XAC THUCDIEN TU

=) s €O SO DY LIEU QUOC GIA VE DAN CUY

HE THONG €SDLQG VE DAN CU

I

HE THONG CUA BO LAO DONG THUONG
BINH VA XA HOI

|

HE THONG MOT CU'A CUA DIA PHUONG

- Hé théng phan mém dich vu cong lién thong duoc két ndi véi Cong dich vu cong qubc gia

thong qua viéc ddng nhap bang tai khoan dich vu cong qudc gia duge xac thuc voi CSDLQG vé

dan cu.



- Céc phan hé 15i cia Phin mém dich vu cong lién thong bao gdm phan hé quan 1y hd so
danh cho cong dan, phan hé giam sat hé thdng danh cho can b Trung tam dit liéu qudc gia vé dan

cu.

- Phan mém dich vu cong lién thong tich hop, lién két v6i cac hé théng chuyén nganh dé
thuc hién giai quyét ho so: Hé thong ding ky quan 1y ho tich dién tir dung chung ctiia B Tu Phap,
hé théng CSDLQG vé dén cu, hé théng Pinh danh va xéc thyc dién tir, hé thong cua BHXH, hé
thng ctia Bo LDTBXH, 63 hé thong mot cira dién tir ciia dia phuong.

Il.  Kétndi va tich hop véi 63 hé théng mét cira dién tir
1. Muc tiéu tai liéu

- Cung cip mo ta API ddng bo ho so lién thong phuc vu phat trién tich hop API trén hé thong
thong tin mot cura dién ttr, tién t6i trién khai cho phép hé théng mot ctra dién tir c6 thé kiém tra, ra
soat ho so dé tién hanh tiép nhan bo ho so lién thong.

- Cung cép cac thong tin phuc vu thiét 1ap moi truong ky thudt ddm bao céc diéu kién két

ndi gitra hé théng mot cira dia phuong voi hé théng dich vu cong lién thong
2. Két qua can dat duoc

- Huéng dan két ndi: cung cap thong tin gitp cac can bd quan tri hé théng mot cira dia
phuong ¢ thé thiét 1ap va hoan thién moi truong k¥ thuat phuc vu:
(1) Kiém thir théng két nbi.
(2) Kiém thir ki thuat trén méi truong that.
3. Huwdéng dan ki thuat
a. Mo hinh tich hgp chia sé dir li€u



Hé thong mét cira dién tr cap tinh

o] Két qua gidi
Danh myc DVC Xic thye H6 so dich vy | | quyét TTHC Phan dnh,
cip cip tinh E cong (tra ctru, danh kién nghj
gid)
Bé chuyén
ddi (AS)
My cha
bio it
(SS)
[ Nén tang tich hop, chia sé dir liéu (VDXP) ]
| |
May cha |
bio mit
| (s$) |
. s s HT DICH VU
e . B6 chuyen dot, CONG LIEN
CSDL BHXH. i ; A
Dan cur,.. LS (‘\”S) ----- ! EHONG
= =y I{
SO Két qui gidi
CSDLQG vé Xic thye Hb so, dr li¢u || quyét TTHC || Phan anh,
TTHC - Danh : nguoi dang || (ira cuu, dinh | | Kién nghi
myc DVCQG gid)

Cong Dich vu céng Quic gia

Pé thyc hién két ndi, chia sé dir liéu véi hé thong Dich vu cong lién théng qua Nén tang
tich hop, chia sé dit liu (VDXP), Hé théng thdng tin mot cira dién tir cap tinh can thyc hién cac
noi dung k thuat bao gom:

1. Xay dung API dong bo ho so lién thong

2. Cung cap thong tin phuc vu kiém thir théng két ndi; phuc vy kiém thi ky thuat trén moi

truong hé théng chinh thic.

3. Thuc hién m& Rule két néi tai hé thdng mot ctra dia phuong

Théng tin chi tiét duoc md ta nhu sau:



Cén bé phéi hep hd

STT Céc ngi dung thuc hién Ghi chu tro VA thuc hign
A Nguyén Viét Hién
I. | Xay dung API
ay dwng - SDT: 0983430123
Noi dung mo ta
1 | Xay dung API ddng bo hé so lién thong | - duoc the

hién tai noi dung
bén dudi

Cung cip théng tin

Phuc vy kiém thi thong két néi

Nguyén Viét Hién
- SDT: 0983430123

Théng tin két ndi:

(1) Thoéng tin link API:

(2) Dia chi IP;

(3) Thong tin Port:

Phuc vu kiem thir k§ thuat trén moi
trrong hé thong that

Nguyén Viét Hién
- SPT: 0983430123

Théng tin k¥ thuat caa hé théng mot
ctra dia phuong:

Phuc vu mao rule
ky thuét trén hé
thong tai BCA

(1) DST code:

(2) Provider url:

(3) SS:

Thuc hién mé rule két noi

M rule trén hé thong tai dia phuong

Thuc hién mo
rule ky thuat trén
hé théng mot cira
dia phuong

Théng tin cua hé théng tai BCA:

Nguyén Viét Hién
- SPT: 0983430123

- DST code:

VN:GOV:G01:CSDLDC

- Provider url:

lienthong.dichvucong.gov.vn:8135

- SS:

10.0.15.130:5500

10.0.15.130:5577

10.0.15.131:5500

10.0.15.131:5577




STT

Céc ngi dung thuc hién

Ghi chu

Cén bé phéi hep hd
trg va thuc hién

10.0.15.133:5500

10.0.15.133:5577

4. Mo ta API

4.1 Cac dich vu tich hop

STT

Dich vu

API

Dich vu tich hop hd so mot cira

11

bang bo ho so

DongBoHoSo

1.2

Cap nhat trang
théi ho so dich
vu cong lién
théng

CLT

capNhatTrangThaiHoSoDV

4.2 Pong bo ho so

Cung cép api dong bo ho so, dong b trang thai cho hé thong MCDT, gom cac hd so tir hé thong

DVCLT

va cac ho so don.

URL.: /api/lienthongDVCLT/nhanHoSoDVCLT

Method: POST
Data Parameters:
STT Tén truong Pinh danh dg? M0 ta Yéu cau
toi
da
Ndi dung b ho so
1 | MaHoSoLienThong String 25 ky tu | M& hd so tha tuc Bt bugc
hanh chinh quy dinh
tai Diéu 26 Nghi
dinh 61/2018 cua
Chinh phu. Buogc
sinh ra tai hé théng
phan mém DVC lién
thong
2  [MaHoSo String 50 ky tw M4 hé so thu tuc hanh |  Bit budc

chinh quy dinhtai Diéu
26 Nghi dinh 61/2018
cta

Chinh phu




by

STT Tén truong Pinh danh 4ai Mo ta Yéu ciu
toi
da
3  [MaTTHC String 50 ky tw [M4 thi tuc hanh chinh |  Bit buoc
theo CSDL
TTHC Quéc gia
4 TenTTHC String 3000 ky ty[Tén loai thi tyc theo | Bt bugc
CSDL TTHC Quoc
gia
5  MaLinhVuc String 50kyty Ma linh vyc theo | Batbuoc
CSDL TTHC Quoc
gia
6 [TenLinhVuc String 500 ky tw Tén Iinh wvyc theo Bat bugc
CSDL TTHC Quoc
gia
7 KenhThucHien Code Kénh nop ho so Khong bit
bao gom: budc
1: Tryc tiép
2: Nop truc tuyén
3: NOp qua buu
chinh céng ich
8 |ChuHoSo String 500 ky tu [Tén ngudi dang ky Khong bat
thuc hién tha tuc buoc
hanh chinh
9 |LoaiDoiTuong Code Kiéu déi twong nophd Bit bugc
SO
10 |MaDoiTuong String 100 ky ty [Ma dbi tuwong nop hoso | Bt buge
dé dinh danh hd so cho
tai khoan tréncong DVC
Qudc gia
Trwong hgp khéngco
truyén dir liéu trang,
cu thé:
“MaDoiTuong”: “”
11 [ThongTinKhac String 1000 ky tu[Thong tin khac cua Khéng bit
cong dan t6 chirc budc
12 Email String 50 ky ty 1Pia chi thu dién tir cua | Khong bat
cong dan to chirc budc
13  [Fax String 20 ky tr [Fax cua cong dan to | Khdngbat
chac budc
14 SoDienThoai String 13 ky ty SO dién thoai lién hécua | Khong bat
ca nhan, t6 chuactheo budc

dinh dang:

+84 948204812

10




by

STT Tén truong Pinh danh 4ai Mo ta Yéu ciu
toi
da

15 [TrichYeuHoSo String 1000 ky tu[Trich yéu hd so mot | Khong bat
cira buoc

16 [NgayTiepNhan Date Ngay tiép nhan hd so | Bt budc
dinh dang:
yyyyMMddHHmmss

17 [NgayHenTra Date Ngay hen tra hd so dinh Khdng Bt
dang: yyyyMMddHHmss|  budc

18 [TrangThaiHoSo Code Trang thai cua hd so | Bitbuoc
(lay theo danh muc
trang thai ho so quy
dinh trén DVC QG
trong AP14.1.2.3.22
Danh muyc trang thai
hd so)

19 NgayTra Date Ngay tra két qua hoso | Khong bat
cho cong dan, tochuc budc
dinh dang:
yyyyMMddHHmmss

20 [ThongTinTra Boolean Thong tin tra két qua Khong bit

buoc

21 |HinhThuc Integer Hinh thuc tra két Bit bugc
qua:

0 - Tra két qua tai bo
phan tiép nhan va tra
két qua;

1 - Tra két qua qua
duong buu dién.

22 |NgayKetThucXuL y Date Ngay két thic xu Iyhé | Khong bat
SO buoc
dinh dang:
yyyyMMddHHmMms s

23 [DonViXuLy Collection Pon vi thu ly hd so Bat bugc

23.1 [TenDonViXuLy String 500 ky tu [Tén don vi thu Iy hd so Bit buoc

23.2 MaTinhDonViXuLy Integer Ma tinh hanh chinh | Batbuoc
don vi thu ly

23.3 |MaHuyenDonViXuLy Integer M& huyén hanh chinh Bit bugc
don vi thu ly

23.4 |MaXaDonViXuLy Integer M3 x3 hanh chinh don | Bt bugc

vi thu ly, treong hop

11




STT

Tén trwong

Pinh danh

bo
dai
toi
da

Yéu ciu

quan huyén khong cé
don vi hanh chinh cip
x4 thi khong bt buoc

24

GhiChu

String

2000 ky tu

Ghi chd thong tin
khac

Khéng bat
buoc

25

TaiLieuNop

Collectioncua
TepDinhKem

Ldy hodc thiét lap
cac tép dinh keém
lién quan.

Néu c6 Tai lidu nop thi
luu y bat bugc/khong
bit buoc

cac trudng con

Khong bat
buoc

25.1

TepDinhKemld

Bigint

Id cua t¢p dinh kem
trong hé thong Co
quan thu ly (Bo
nganh,dia phuong)

Khong bit
buoc

25.2

TenTepDinhKem

String

4000 ky tu

Tén file dinh kem

Bt bugc

25.3

IsDeleted

Boolean

Gia tri chi ra tép dinh
kém nay da bi
x0a.

Khong bit
buoc

25.4

MaThanhPhanHoSo

String

50 ky tu

Ma thanh phan hé sonéu
file dinh kém la mot
thanh phan hd so cua
tha tuc

Bt bugc

255

DuongDanTaiTepTin

String

500 ky tu

Puong dan (AP1) doBd
nganh, dia phuong
cong bé dé
tai dugc tép tin dinh
kém ho so

Bt bugc

25.6

DuocSoHoa

Code

Truong danh dau hoso
c6 thanh phan ho so
duoc sd hoa:

0: khdng phai file dugc
s6 hoa

1: 1a file dugc s6 hoa

Bt bugc

25.7

DuocTaiSuDung

Code

Truong danh  dau
thanh phan hé so dugc
tai st dung tirthanh
phan/két quaxu ly cua
hé so khéc:

0: khéng phai tai s

Bt buoc

12




STT

Tén trwong

Pinh danh

bo
dai
toi
da

Yéu ciu

dung

1: tai sir dung tu
thanh phan ho so
khac

2: tai sir dung tir két qua
xir 1y hd so khac

*/ Xéc dinh 1 va 2 bang
ma gidy to trong danh
muc giayto két qua va
danh muyc thanh phan
hé so trong CSDL
TTHC QG

25.8

DuocLayTuKhoDMQG

Code

Truong danh  dau
thanh phan hd so nay
duoc lay tir khodir liéu
ca nhan, to chuc cua
cong DVCQG:

0: khong lay

1: c6 lay

Bt bugc

25.9

MaKetQuaThayThe

Code

M4 gidy to két qua Néu
thanh phan ho so nay la
dau ra cua mot tha tuc
hanh

chinh khéc thi day la
truong bit buoc

Khong bat
buoc

26

DanhSachLePhi

Collectioncua LePhi

L& phi da thu kém theo
hd so mot cira.

Néu c6 Phi thi luu ybét
budc/khdng bit

bugc cac truong con

Khong bit
buoc

26.1

TenPhiLePhi

String

500 kY tu

Tén phi, 1€ phi.

Bt buoc

26.2

MaPhiLePhi

String

50 ky tu

Ma phi, I¢ phi

Bt buoc

26.3

HinhThucThu

Code

Loai 1€ phi thu:
- 1: L& phi thu khi
tiép nhan ho so;
_2: L phi thu khi
bé sung hd so;
- 4: L¢ phi thu khi
tra két qua.

Bit bugc

26.4

Gia

Decimal

S4 tién thu

Bt bugc

13




Do

STT Tén truong Pinh danh dai Mo ta Yéu ciu
toi
da
26.5 |LoaiPhiLePhi Code Chi tiét lay trong API Bat buoc
4.1.2.3.16 Lay
danh muc phi/g phi
27 |DanhSachTepDinh Collectioncua Gidy to thu kém theohd | Khéng bit
KemKhac TepDinhKemKhac so mot cira. Néu ¢6 Tai budc
liéu khac thi Ivu y bat
buoc/khéng bat budc
cac trudng con
27.1 [TenGiayTo String 500 ky tu [Tén gidy to Bit buoc
27.2 SoLuong Integer S6 lugng Bat bugc
27.3 |LoaiGiayTo Integer Loai gidy to thu: Bat bugc
- 1: Gidy to thu khi
tiep nhan ho so;
- 2: Gidy to thu khi
b6 sung ho so;
- 4: Gidy to thu khi
tra két qua
28 |DanhSachHoSoBoSung Collection cua Danh séch céc yéu cau | Khong bat
HoSoBoSung b6 sung ho so. Néu co budc
Danh sach bo sung thi
luu y bit
budc/khdng bat  budc
cac trudng con
28.1 [HoSoBoSungld Bigint Id cia Yéu cau bo Bit budc
sung trong hé thong
Co quan thu ly.
28.2 |NguoiYeuCauBoSung String 50 ky tw [Nguoi giri yeu caubd Bat bugc
sung
28.3 |NoiDungBoSung String 2000 ky tuNoi dung yéu cau bd | Batbudc
sung
28.4 NgayBoSung Date Ngay gui yéu cau bd | Batbudc
sung  dinh  dang:
yyyyMMddHHmmss
28.5 |NguoiTiepNhanBoSung String 50 ky tu [Nguoi tiép nhan yéu | Khong bat
cau bo sung budc
28.6 |ThongTinTiepNhan String 2000 ky tu[Thong tin tiép nhan Khong bt
buoc
28.7 [NgayTiepNhanBoSung Date Ngay tiép nhan ho so | BAt buoc

bé sung dinh dang:

yyyyMMddHHmmss

14




Do

STT Tén truong Pinh danh dai Mo ta Yéu ciu
toi
da
28.8 [TrangThaiBoSung Boolean Trang thai bo sunghd Bit buoc
SO’
- True: Cbng dan da
bd sung day du tha
tuc ho so;
- False: Coéng dan
khong bd sung hd so
(qua han bé sung);
- Null:  Céng dan
chua téi bd sung hd
so (con han).
28.9 [DanhSachGiayToBoSung | Collectioncia Danh sach gidy to bo | Khéngbat
TepDinhKem sung buoc
28.1 |DanhSachLePhiBoSung |Collectioncua LePhi Danh séch 1& phi bd | Khéngbat
0 sung budc
28.1 [NgayHenTraTruoc Date Ngay hen tra trugc khi Bét bugc
1 bé sung dinh dang:
yyyyMMddHHmmss
28.1 |NgayHenTraMoi Date Ngay hen tra méi khi | Khéngbat
2 b6 sung hd so dinh buoc
dang:
yyyyMMddHHmmss
29 |DanhSachGiayToKetQua Collection cua Danh sach céc tép két | Khong bat
GiayToKetQua qua cua thu tuc hanh bugc
chinh. Néu cé Tai liéu
két qua thi luu y bat
budc/khdng bat budc
cac trudng con
29.1 [TenGiayTo String 2000 ky tu[Tén gidy to Bit bugc
29.2 MaThanhPhanHoSo Code Néu két qua tra ra la Khong bat
mot thanh phan ho so buoc
cho thu tuc khac
29.3 (GiayTold Integer Id cua tép file két qua Khong bit
trong hé théng Co budc
quan thu ly Bo
nganh, dia phuong
29.4 |DuongDanTepTinKetQua String 500 ky tu Puong dan (API) taitep Bit bugc

tin két qua xu Iy hd so
trén hé thong cua Bo
nganh, dia

huong

15




STT

Tén trwong

Pinh danh

bo
dai
toi
da

Yéu ciu

29.5

MaGiayToKetQua

String

M4 gidy to két qua duoc
ddng bo tr danh muc
gidy to két qua trén
CSDL TTHCQG

API Ly danh muc

két qua 4.1.2.3.15

Bat buoc

30

NoiNopHoSo

Code

Théng tin noi cong
dan/doanh nghiép lya
chon dé nop ho so.
Bao gom:

1: Nop tir Céng
DVC Quéc gia

2: Nop tir Cong

DVC cua BNDP

Bit bugc

31

HoSoCoThanhPhanSo
Hoa

Code

0: khdng
1:¢o

Bt bugc

32

TaiKhoanDuocXac
ThucVoiVNelD

0: co
1: khéng

Bét bugc

33

DuocThanhToanTrucTuye
n

Code

0: Ho so khdng phét
sinh thanh toan

1: Thanh toan truc
tuyén  trén  cong
DVCQG

2: Thanh toan truc
tuyén qua Cong
thanh toan BNDP 3:
Thanh toan truc

tiép

Bt bugc

34

NgayTuChoi

Sring

Ngay tir chdi ho so. Bat
budc vai trang thai xu 1y
3 hoac 8
yyyyMMddHHmMms

S

Khong bit
buoc

35

DinhDanhCHS

Collection

Dinh danh cua chu ho
SO CMND/
CCCD/MST cua chuhd
so. Uu tién sir

dung CCCD

Bt bugc

35.1

LoaiDinhDanh

Code

1: Can cudc cOng
dan

2: Chung minh nhén

Bt bugc
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STT

Tén trwong

Pinh danh

bo
dai
toi
da

Yéu ciu

dan ’ )
3: Ma so thué DN

35.2

SoDinhDanh

String

S dinh danh cua chu
ho so CMND/
CCCD/MST cua chithd

SO

Bat buoc

36

NgayNopHoSo

String

Ngay nop hé so
yyyyMMddHHmmss

Bit bugc

37

DSKetNoiCSDL

Collection

Ho so ¢ st dung dit
liéu duoc két ndi va lay
tor cac co so dir liéu
Qudc gia/ co s dir liéu
chuyén nganh.

Khong bat bugc céc

trudng con

Néu c6 str dung thi

bit budc

Bit bugc

37.1

MaCSDL

Code

1: CSDLQG vé Dancu
2: CSDLQG vé dingky
doanh nghiép

3: CSDLQG vé datdai
qudc gia

4: CSDLQG vé tai
chinh

5: CSDLQG vé bao
hiém

6: CSDLQG vé

thong ke, tong hop
dan s

7: Cac co s& DL
chuyén nganh khac
cua BNDP

38

securityKey

String

Khoa an ninh
Xem chi tiét & muc
Khoéa an ninh

Bt bugc

39

IsUpdate

Boolean

Loai thao tac cap
nhat:

*  “False”: Thém
ma&i hd so

* “True”: Cap nhat
ho so

Bt buoc
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Status Response:

Status Code Description

200 Cap nhat thanh cong
400 Bad request

401 Unauthorized

415 Unsupport Media Type

Data Response:

Content Type: json/application

Content: Chudi json mé ta trang thai cap nhat api

Field Name Description Data Type
status Trang thai: String

0: Cap nhat that bai

1: Cap nhét thanh cong
message MO ta trang thai cap nhat, thong tin 16i String

4.3 Cap nhét trang thai hd so dich vu cong lién thong

Cung cép API cap nhat trang thai tién do xu Iy hd so tir phén mém DVCLT cho hé théng mot

ctra dién tir

URL.: /api/lienthongDVCLT/capNhatTrangThaiHoSoDVCLT

Method: POST
Data Parameters:

STT Tén truwong binh | Do dai tdi M0 ta Yéu cau
danh da
Tién trinh xix ly hoso
1 |[MaHoSoLienThong String | 25kyty | M4 ho so tha tuc hanh Bit budc
chinh quy dinh tai
Piéu 26 Nghi dinh
61/2018 cua Chinh
phu.
Puogc sinh ra tai hé
théng phan mém
DVC lién théng
2 [MaHoSo String | 50kyty | M&ho so Bit buoc
3 |NguoiXuLy String | 50 ky tu | Ngudi xu ly Bat bugc
4 |ChucDanh String | 100ky tu | Chic vu cua nguodixu | Khong bt
ly buoc
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STT Tén truong Pinh | Dj dai ti M6 ta Yéu cau
danh da

5  [ThoiDiemXuL y Date Thoi diém xu ly hoso | Bit budc
dinh dang:
yyyyMMddHHmM
mss

6 |PhongBanXuL y String | 500 ky tw | Pon vi dang xu ly Khong bat

buoc

7 |NoiDungXuLy String | 1000 ky tu | Noi dung xur ly Khong bat

buoc

8 [TrangThai Code Trang thai hd so (md | Bitbuoc
trang thai trong muc
4.5)

9 |NgayBatDau Date Ngay bat dau, dinh | Khéng bat
dang: buoc
yyyyMMddHHmM
mss

10 [NgayKetThuc Date Ngay két thuc theoquy | Khéng bét

TheoQuyDinh dinh ,dinh dang: buoc
yyyyMMddHHmM mss

11 MaDonVi String M4 ctia don vi dang xir Bit buoc
ly. Xem chi tiét & myc
Danh muc co quan xur
ly

12 securityKey String Khda an ninh, dat trén Bat buoc
header
Xem chi tiét & muc
Khéa an ninh
Status Response:

Status Code Description

200 Cap nhat thanh cong

400 Bad request

401 Unauthorized

415 Unsupport Media Type
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Data Response:

Content Type: json/application
Content: Chuoi json md ta trang thai cap nhat api

Field Name Description Data Type
status Trang thai: String
0: Cap nhat that bai
1: Cép nhéat thanh cdng
message MO ta trang thai cip nhat, thong tin 16i String

4.4 Danh muc co quan xi ly

Ma co quan xiwr ly Tén co quan xir ly
0 Hé thong DVCLT
1 Hé thong PKQLHTDT dung chung
2 Hé thong Quan 1y cu tr
3 Hé thong Giao dich BHXH dién tir
4 Hé thong cia B6 LDTBXH

4.5 Danh muc trang thai xir Iy hé thong

Ma co quan xir ly

Ma trang thai Tén trang thai

1

1 D3 tiép nhan hd so, chd xu ly

Ho so can bo sung thong tin

Ho so du diéu kién giai quyét

D3 hoan thanh dang ky

D3 tra két qua

Tir chdi tiép nhan

D3 tiép nhan

DPang xt ly

ba xu ly xong

D3 tra két qua

Khong duoc tiép nhan

Ho so can bo sung thong tin

Pi tiép nhan

DPang xu ly

ba xtr ly xong

D3 tra két qua

Khong duoc tiép nhan

Ho so can bo sung thong tin

D3 tiép nhan

DPang xt ly

ba xt ly xong

Di tra két qua

AR WWWWIWWINININDINDINDNIN|IFP(IFP(FP(FP(FP

O WINFPIOORWINFPIOOTRRWINIFPIOOOTRIWIN

Khéng duoc tiép nhan
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Ma co quan xir ly

Ma trang thai

Tén trang thai

4 6

Ho so can bo sung thdng tin

4.6 Khéa an ninh hé thong

Str dung phuong phap SHA256 trén dit liéu dau vao ciing vai khéa bi mat dé tao ra khéa an ninh.
Trong d6, dir liéu dau vao sé& 1a mot chudi ky tu gitta trudng MaHoSoLienThong ma hoa véi
khoa bi mat secret-key s& duoc cung cap khi tich hgp, ma héa xong so sanh véi chudi dugc ma
hoa trén hé théng MCDT la [securityKey] thé 1y key qua link:
https://www.freeformatter.com/hmac-generator.html dé test.

4.7 File Postman

i

BCA_HS_LT_DVCpost
man_collection json

5. Quy trinh Kiém thir

5.1. Kiém thir ki thuat
5.1.1. Ndi dung chuén bi

- Hé théng may chu kiém thtr, phdn mém

- Cac Input dau vao cho cac trudng hop kiém thir

- Cac thong tin lién quan dén két ndi, bao gdm ma bao mat SecretKey, duong dan

chinh xac ctia moi APL,...

5.1.2. Testcase

STT | Tiéu dé

Budc thuc hién

Keét qua mong muon

I. Kiém tra API Pong b hd so DongBoH0S0

Buéc 1: Kiém tra két noi

1. Kiém tra két ndi thanh
cong véi PMMC

Budce 1: Vao Postman; Chon
phuong thirc: POST; Nhép dia chi
API:

/api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Pién dung, du cac thong

tin bat buoc

Budc 3: Chon Send

Budc 4: Kiém tra Response,
Status Code

1. Nhan Status Code =
200 va ndi dung tra vé
theo dinh dang quy uéc tur
truéc (Muc 4.3, phﬁn

Data Response)
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Kiém tra két ndi that bai
tra vé ma 10i: 401 -

Unauthorized

Budéc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:
[api/lienthongDVCLT/nhanHoSo
DVCLT

Budc 2: Bién sai [securityKey]
Budc 3: Chon Send

Budc 4: Kiém tra Response, Status
Code

1. Nhan Status Code =

401 - Unauthorized

3. Kiém tra két ndi that bai | Budc 1: Vao Postman; Chon 1. Nhan Status Code =
tra vé ma 16i: 415 - | phuong thirc: POST; Nhap dia chi | 415 - Unsupport Media
Unsupport Media Type | API: Type

/api/lienthongDVCL T/nhanHoSo
DVCLT
Budc 2: Dién sai Header cau hinh
Media Type
Budc 3: Chon Send
Budc 4: Kiém tra Response, Status
Code
Budre 2: Kiém tra API
1. Déng b hd so (H6 so | Budc 1: Vao Postman; Chon 1. Nhan Status Code =

moi) tr DVCLT sang
PMMC

phuong thirc: POST; Nhép dia chi
API:

/api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Pién dung, du cac thong
tin Header/Body bat bugc:

"iIsUpdate": "False"
Budc 3: Chon Send

Budc 4: Kiém tra Response thong

tin Status code

200

2. Nhan response body:
Status = 1 - Cap nhat

thanh cong
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Budc 5; Kiém tra Status

Pong bo ho so (Cap
nhat hd so d3 dong bd)
tr  DVCLT
PMMC

sang

Budc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

[api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Pién dung, du cac thdng

tin bat bugc:

"isUpdate": "True"
Budc 3: Chon Send

Budc 4: Kiém tra Response thong
tin Status code

Budc 5; Kiém tra Status

1. Nhan Status Code =
200

2. Nhan response body:
Status = 1 - Cap nhat
thanh céng

I1. Kiém tra API Cip nhit tién d xir Iy hd so mdt cira capNhatTrangThaiHoSoDVCLT

Buéce 1: Kiém tra két noi

1. Kiém tra két ndi thanh | Budc 1: Vao Postman; Chon 1. Nhan Status Code =
cong voi PMMC phuong thirc: POST; Nhép dia chi | 200
API: 2. Nhan response body:
/api/lienthongDVCL T/capNhatTra | Status = 1 - Cap nhat
ngThaiHoSoDVCLT thanh céng
Budc 2: Pién dung, du cac thong
tin bat buoc
Buéc 3: Chon Send
Budc 4: Kiém tra Respon thong
tin Status code
2. Kiém tra két ndi that bai | Budc 1: Vao Postman; Chon 1. Nhan Status Code =

tra vé ma 10i: 401 -

Unauthorized

phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

Budc 2: Pién sai [securityKey]

401 - Unauthorized
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Budc 3: Chon Send
Budc 4: Kiém tra Respon thong tin
Status code

3. Kiém tra két ndi that bai | Budce 1: Vao Postman; Chon 1. Nhan Status Code =
tra vé ma 16i: 401 - | phuong thirc: POST; Nhap dia chi | 415 - Unsupport Media
Unauthorized: 415 - | APL: Type
Unsupport Media Type | /api/lienthongDVCLT/capNhatTra

ngThaiHoSoDVCLT

Budc 2: Pién sai Header cau hinh
Media Type

Budc 3: Chon Send

Budc 4: Kiém tra Respon thong tin
Status code

Buéc 2. Kiém tra API cip nhit tién dd ciia ho so don

1. Pong bo trang thai hd | Bude 1: Vao Postman; Chon 1. Nhan Status Code =
so don cua H¢ théng phuong thitc: POST; Nhép dia chi | 200
DKQLHTDT dung | API: 2. Nhan response body:
chung tir DVCLT sang | /api/lienthongDVCLT/capNhatTra | Status = 1 - Cap nhét
PMMC ngThaiHoSoDVCLT thanh céng

Budc 2: Dién dung, du céc thong
tin bat buoc
"MaDonVi": "1"
Buéc 3: Chon Send
Budc 4: Kiém tra Respon thong
tin Status code
2. Pong bo trang thai hd | Bude 1: Vao Postman; Chon 1. Nhan Status Code =

so don cia Hé thong
Quan ly cu tru tu

DVCLT sang PMMC

phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

200
Nhan response
Status = 1 - Cap nhit

body:

thanh cong
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Budc 2: Dién dung, du céc thdng
tin bat buoc

"MaDonVi": "2"
Budc 3: Chon Send

Budc 4: Kiém tra Respon thong
tin Status code

Dong bo trang thai cta
Hé théng Giao dich
BHXH dién
DVCLT sang PMMC

to  tu

Budéc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

Budc 2: Pién dung, du cac thong

tin bt buoc

"MaDonVi": "3"
Budc 3: Chon Send

Budc 4: Kiém tra Respon thong
tin Status code

1. Nhan Status Code =
200

2. Nhan response body:
Status = 1 - Cap nhat

thanh cong

Pong bo trang thai cia

Hé¢ théng cua BO
LDTBXH tu DVCLT
sang PMMC

Budc 1: Vao Postman; Chon
phuong thirc: POST; Nhép dia chi
API:
/api/lienthongDVCLT/capNhatTra
ngThaiHoSoDVCLT

Budc 2: Dién dung, du céc thong

tin bt buoc
"MaDonVi"; "4"

Budc 3: Chon Send
Budc 4: Kiém tra Respon thong

tin Status code

1. Nhan Status Code =
200

2. Nhan response body:
Status = 1 - Cap nhat

thanh cong

III: Tich hop cic dich vu dong b vao hé thong Kiém thir ki thuit
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Tao moi ho so, dong bd
ho so méi duoc tao tur

DVCLT sang PMMC

Budc 1: Ding nhap vao hé thong
kiém thit DVCLT

Buéc 2: Nhap hd so (Khai
Sinh/Khai tir)

Budc 3: Kiém tra hd so dugce dong

bo trén hé théng test cia PMMC

1. Hd so dugc déng bo

thanh cong

Cap nhat trang thai ho

so don

Budc 1: Lay token cua hé thong
nhan két qua

Budc 2: M6 phong cap nhat trang
thai bang cac api dong bo trang thai
(cAp nhat trang thai hd so don
thong qua api cua dich vu cap nhat
trang thai).

Cac trang thai cia hd so don
dwgec mé ta trong muc 4.5, cac
danh muc co quan xir ly duwg'c mo
ta trong muc 4.4

Budc 3: Kiém tra trang thai hd so

don trén hé thong test cia PMMC

1. Trang thai ho so don
cua cac co quan xu ly

duoc cap nhat

Cép nhat trang thai cta

ho so lién thong

Budc 1: Lay token cta hé thong
nhan két qua

Budc 2: Cap nhat trang thai ho so
don thong qua api cua dich vu cap
nhat trang thai dé lam thay doi
trang thai ho so lién thong.

Budc 3: Kiém tra trang thai ctia hd
so lién thong trén hé thdng test clia

PMMC

2. Trang thai ctua ho so

lién thong duogc cap nhat
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4, Truong hop thao tac | Budc 1: Lay token ctia hé théng | 1. Trang thai, thong tin
stra hd so trén cong ké | nhan két qua ctia ciia hd so lién thong
khai ctia DVCLT Budc 2: Cap nhét trang thai cua hd | dugc cip nhat

so vé trang thai “Yéu cau bo sung | 2. Trang thai hd so don
hd s0” béng api cap nhat trang thai | dugc cap nhat
Budc 3: Sira hd so trén cong ké
khai cta cong DVCLT
Budc 4: Kiém tra trang thai hd so,
thong tin hd so trén hé théng test
cua PMMC.
5.2. Kiém thir trén méi trwdng chinh thirc
5.2.1. Ndi dung chuin bi
- Hé théng may chi, phan mém
- Cau hinh rule cua SS, dam bao két ndi thong subt
- Cac thong tin lién quan dén két ndi, bao gdm ma bao mat SecretKey, duong dan
chinh xac ctia mdi APL,...
5.2.2. Testcase
STT | Tiéu dé Buéc thue hién Két qua mong muédn

I. Kiém tra API Pong b hd so DongBoH0S0

Buéce 1: Kiém tra két noi

1.

Kiém tra két ndi thanh

cong véi PMMC

Budce 1: Vao Postman; Chon
phuong thirc: POST; Nhép dia chi
API:

/api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Pién dung, du cac thong

tin bat buoc

Budc 3: Chon Send

Budc 4: Kiém tra Response,
Status Code

1. Nhan Status Code =
200 va ndi dung tra vé
theo dinh dang quy uéc tur
truéc (Muc 4.3, phan
Data Response)
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Kiém tra két ndi that bai
tra vé ma 10i: 401 —

Unauthorized

Budéc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Bién sai [securityKey]
Budc 3: Chon Send

Budc 4: Kiém tra Response, Status
Code

1. Nhan Status Code =
401 — Unauthorized

Kiém tra két ndi that bai
tra vé ma 16i: 401 —
Unauthorized: 415 -
Unsupport Media Type

Budc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/nhanHoSo
DVCLT

Budc 2: Dién sai Header cau hinh

Media Type

Budc 3: Chon Send

Budc 4: Kiém tra Response, Status
Code

1. Nhan Status Code =
415 — Unsupport Media

Type

I1. Kiém tra API Cip nhit tién d xir Iy hd so mdt cira capNhatTrangThaiHoSoDVCLT

Buwéc 1: Kiém tra két noi

1.

Két ndi vé6i PMMC tra

vé trang thai thanh cong

Budce 1: Vao Postman; Chon
phuong thirc: POST; Nhép dia chi
API:

/api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

Budc 2: Dién dung, du céc thong
tin bat buoc

Budc 3: Chon Send

Budc 4: Kiém tra Respon thong

tin Status code

1. Nhan Status Code =
200

2. Nhan response body:
Status = 1 — Cap nhat
thanh cong
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Két ndi that bai tra vé
ma 16i: 401 —

Unauthorized

Budéc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

[api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

Budc 2: Bién sai [securityKey]
Budc 3: Chon Send

Budc 4: Kiém tra Respon théng tin

Status code

1. Nhan Status Code =
401 — Unauthorized

Két ndi that bai tra vé
ma  16i: 401 —
Unauthorized: 415 -
Unsupport Media Type

Budc 1: Vao Postman; Chon
phuong thirc: POST; Nhap dia chi
API:

/api/lienthongDVCL T/capNhatTra
ngThaiHoSoDVCLT

Budc 2: bién sai Header cau hinh

Media Type

Budc 3: Chon Send

Budc 4: Kiém tra Respon thong tin
Status code

1. Nhan Status Code =
415 — Unsupport Media

Type

III: Tich hop cac dich vu dong bd vao hé thong Kiém thir ki thuit

1.

Tao méi ho so, dong bo
h6 so méi duoc tao tur

DVCLT sang PMMC

Budc 1: Dang nhap vao hé thong
DVCLT

Budc 2: Nhap ho so (Khai
Sinh/Khai tir)

Budc 3: Hé théng tu dong déng bd
hd so sang PMMC

Budc 4: Kiém tra hd so dugc dong

bo trén hé théng cua PMMC

1. Hd so dugc déng bo

thanh cong

Cép nhat trang thai ho

so don

Budc 1: Cac hé thong xir 1y cap
nhat trang thai vé hé théng

DVCLT

1. Trang thai ho so don
cua cac co quan xu ly

duoc cap nhat
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Budc 2: Kiém tra trang thai hd so
don trén hé théng product cua

PMMC

Cap nhat trang thai hd

so lién thong

Bude 1: Cac hé thong xir Iy cap
nhat trang thai vé hé théng
DVCLT lam thay dbi trang thai
ctia ho so lién thong

Budc 2: Kiém tra trang thai hd so
lién théng trén hé théng product

cua PMMC

1. Trang thai cta hd so

lién thong dugc cap nhat

Truong hop thao tac
sira ho so trén cong ké

khai cuia DVCLT

Budce 1: Hé thong PKQLHTDT
dung chung yéu cau bd sung hd
SO

Budc 2: Stra hd so trén cong
DVCLT

Budc 3: Kiém tra trang thai ctia hd
so lién thong trén hé thong product

cua PMMC

1. Trang thai, thong tin
ctia hd so lién thong duoc
cap nhat

2. Trang thai ho so don

duogc cap nhat
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